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Mask Letter (1777)

http://clements.umich.edu/exhibits/online/spies/methods-mask.html

You will have heard, Dr Sir I doubt not long before this / can have reached you that Sir W. 
Howe is gone from hence. The / Rebels imagine that he is gone to the Eastward. By this 
time / however he has filled Chesapeak bay with surprize and terror.
 
Washington marched the greater part of the Rebels to Philadelphia / in order to oppose Sir 
Wm's. army. I hear he is now returned upon / finding none of our troops landed but am not 
sure of this, great part / of his troops are returned for certain. I am sure this countermarching 
/ must be ruin to them. I am left to command here, half of my force may / I am sure defend 
everything here with much safety. I shall therefore / send Sir W. 4 or 5 Bat [talio]ns. I have 
too small a force to invade the New England / provinces; they are too weak to make any 
effectual efforts against me and / you do not want any diversion in your favour. I can, 
therefore very well / spare him 1500 men. I shall try some thing certainly towards the close / 
of the year, not till then at any rate. It may be of use to inform you that / report says all yields 
to you. I own to you that I think the business will / quickly be over now. Sr. W's move just at 
this time has been capital. / Washingtons have been the worst he could take in every 
respect.  / sincerely give you much joy on your success and am with / great Sincerity your [ 
] / HC



Mask Letter (1777)

http://clements.umich.edu/exhibits/online/spies/methods-mask.html



Mask Letter (1777)

http://clements.umich.edu/exhibits/online/spies/methods-mask.html

Sir. W. Howe / is gone to the / Chesapeak bay with / the greatest part 
of the / army. I hear he is / landed but am not / certain. I am / left to 
command / here with / too small a force / to make any effectual / 
diversion in your favour. / I shall try something / at any rate. It may be 
of use / to you. I own to you I think / Sr W's move just at this time / 
the worst he could take. / Much joy on your success. 



Steganography Channels - Metadata



Steganography Channels - Metadata



Steganography Channels - Side Channels
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Robustness and Perceptibility

Fragile Robust

Obvious Caption Watermark

Subtle Noise



Robustness and Perceptibility

https://www.flickr.com/photos/cafecredit/30931037323



Robustness and Perceptibility

https://www.flickr.com/photos/cafecredit/30931037323



Robustness and Perceptibility

Fragile Robust

Obvious Caption Watermark
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Least Significant Bits
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Least Significant Bits
“CYPHER”



Lossy Compression



Detection & Attacks
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Detection

 T. Pevny and P. Bas and J. Fridrich Steganalysis by subtractive pixel adjacency matrix. Steganalysis by subtractive pixel adjacency matrix, Princeton, NJ, 
September 7-8, 2009
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Defeating Steganography



Defeating Steganography



Use Cases

https://commons.wikimedia.org/wiki/File:Confectionary_and_candy_at_display_in_Kiwi_Allehelgensgate_grocery_store-supermarket_in_Bergen,_Norway_2017-10-18_b.jpg



Use Cases

https://www.flickr.com/photos/k40s/2572079339



Use Cases

Chang Xiao, Cheng Zhang, and Changxi Zheng. 2018. FontCode: Embedding Information in Text Documents Using Glyph Perturbation. ACM Trans. Graph. 
37, 2, Article 15 (February 2018), 16 pages. DOI: https://doi.org/10.1145/3152823



Use Cases - Anti-Counterfeiting



Use Cases



Learning More

https://www.flickr.com/photos/byzantiumbooks/22787526418 https://xkcd.com/917/



Learning More
Kali - Steghide and Stegosuite

FontCode: http://www.cs.columbia.edu/cg/fontcode/

HUGO: Tomas Pevny, Tomas Filler, Patrick Bas. Using High-Dimensional Image Models to Perform Highly
Undetectable Steganography. Information Hiding, Jun 2010, Calgary, Canada. pp.2010, 2010. <hal-
00541353>

SPAM: T. Pevny, P. Bas and J. Fridrich, "Steganalysis by Subtractive Pixel Adjacency Matrix," in IEEE Transactions 
on Information Forensics and Security, vol. 5, no. 2, pp. 215-224, June 2010.
doi: 10.1109/TIFS.2010.2045842

SIGGRAPH & CVPR
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